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( X7 Crore Cyber Heist )

Around %7 crore was siphoned from four branches
of a cooperative bank after cybercriminals
performed unauthorized system access by
exploiting a mobile application vulnerability
leading to a backend compromise of the core
banking software. The fraud was executed on a
holiday using multiple devices causing
operational disruption though customer deposits
remained unsafe.

Cause: Mobile app vulnerability and weak system
security controls.
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( Recruitment Scam )

An inter-state cyber fraud racket defrauded job
seekers of 780 crore by advertising fake
government job opportunities. Fraudsters used
posters and mobile numbers to trap victims, then
demanded money for registration, training and
joining. Fake documents were provided to gain
trust and funds were routed through mule
accounts to avoid detection.

Cause: Fake recruitment offers and social

/

engineering using mule bank accounts.
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BEST PRACTICE

e Enforce MFA zero-trust access and behavior monitoring to prevent

unauthorized system access.

e Use phishing protection domain authentication and user awareness for

safe communication.

e Apply strict verification for jobs government claims and financial

instructions via official channels.

e Strengthen banking security with OTP restrictions device binding
biometrics and real-time fraud detection.
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( ITR PhishingScam )

Cyber criminals targeted taxpayers during the
filing season by sending fake messages, emails,
and calls related to ITR filing and tax refunds.
Victims were lured into clicking malicious links
and sharing sensitive details like bank credentials
and OTPs leading to unauthorized transactions
and financial loss.

Cause: Phishing attacks using fake tax-related
messages and links.
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( Data Exfiltration Attack )

A major BPO service provider suffered a
cyberattack where attackers gained unauthorized
access to internal systems and allegedly stole
massive volumes of sensitive data. The attack
involved credential harvesting through vishing
and phishing, allowing attackers to misuse
legitimate access and remain undetected for a
long period.

Cause: Vishing-based credential compromise and
misuse of legitimate access privileges.
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( Digital Arrest Scam )

AAn 81-year-old businessman from Belagavi lost
1545 crore after fraudsters impersonated
officials from the Central Bureau of Investigation
and Reserve Bank of India. They falsely accused
him of involvement in money laundering and used
fake documents to create fear. Over six weeks the
victim was psychologically pressured to liquidate
assets and transfer funds.
Cause: Fear-based social
impersonation scam.
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( Multi-Vector Cyber Attack )

Hyderabad Cyber Crime Police reported multiple
fraud cases where attackers used phishing links,
fake apps and impersonation to trick victims into
sharing banking details and OTPs. Once access
was gained fraudsters performed unauthorized
transactions through online banking systems
resulting in losses exceeding 4.4 crore across
various scams including digital arrest fake
investment and gaming fraud.

Cause: Victims were tricked into sharing OTPs and

/

banking credentials.
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'NEWS OF THE MONTH

X¥67 Crore Investment Scam Operation

The cyber fraud was caused by a gang operating through

fake investment schemes via “Crown Pay” on Telegram.

They used social engineering APK malware and identity

theft to access banking data and created 700 mule

accounts to laundered ¥67 crore through crypto platforms

exploiting victim’s trust and financial greed across states.
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https://www.ndtv.com/india-news/whatsapp-friendship-costs-lucknow-man-rs-1-92-crore-another-man-poses-as-woman-10746609
https://redmondmag.com/articles/2026/02/04/russian-hackers-continue-exploiting-microsoft-office-flaw.aspx?hl=en-IN
https://www.tps.ca/media-centre/news-releases/arrests-made-in-romance-scam-investigation/
https://crystalintelligence.com/thought-leadership/crypto-romance-scams-in-2026-ai-and-the-new-threat/
https://www.bisinfotech.com/digital-love-or-digital-trap-how-ai-is-creating-fake-soulmates/
https://timesofindia.indiatimes.com/city/varanasi/3-members-of-interstate-gang-arrested-for-rs67cr-cyber-fraud/articleshow/130026161.cms
https://timesofindia.indiatimes.com/city/ahmedabad/gujarat-scammers-hack-bhavnagar-cooperative-banks-sytem-using-mobile-apps-siphon-off-rs-7-crore/articleshow/129414003.cms
https://timesofindia.indiatimes.com/city/indore/surge-in-cyber-frauds-linked-to-itr-filing-tax-refunds/articleshow/129564004.cms
https://www.thehindu.com/news/national/karnataka/businessman-loses-154-crore-in-digital-arrest-scam/article70768435.ece
https://timesofindia.indiatimes.com/city/lucknow/inter-state-cyber-gang-that-duped-job-seekers-of-rs7-8cr-busted-2-held/articleshow/130008554.cms
https://www.csoonline.com/article/4144560/telus-digital-hit-with-massive-data-breach.html
https://www.thehindu.com/news/cities/Hyderabad/hyderabad-police-arrest-20-persons-from-multiple-states-for-cyber-fraud-in-13-cases-in-march/article70834287.ece
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STAY ALERT, STAY SAFE, REPORT CYBERCRIME 1930
CYBER SAKCHHARTA ABHIYAN UNDER THE AEGIS OF CYBER AWARENESS CLUB

FACULTY COORDINATORS
MR. SHUBHAM KUMAR | MR. FAIZAN MAHMOOD | MR. MOHD TALHA Prof.(Dr.) MOHAMMAD FAISAL

S — HEAD, DEPARTMENT OF COMPUTER APPLICATION
ANAMTA ANSARI | AREEBA KHAN | ANWAR AHMAD | HASHMAT ZAHRA | HERA FATIMA

4 QUALITY 8 DECENT WORK AND INDUSTRY, INNOVATION 1 6 PEACE, JUSTICE 1 7 PARTNERSHIPS
EDUCATION ECONOMIC GROWTH AND INFRASTRUCTURE AND STRONG FOR THE GOALS

This initiative contributes to the UN Sustainable Development Goals by promoting cybersecurity awareness, digital safety, and resilient technological infrastructure.




